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What is Tor? 



A nonprofit organization and 
community of volunteers 
around the world



Free and open source 
software for privacy and 
freedom online



We believe everyone should 
have private access to the 
open web



The Tor Network

• A decentralized network of volunteer run servers around the 
world 

• Before reaching the website you’re visiting, your traffic is 
encrypted three times as it passes through a randomly 
chosen route through these servers 
• We call the servers “relays” 



The Tor Network

• Over 
6,400 
relays 
active

(img from 
@TorAtlas 
on Twitter)

•  



Tor Browser 

• Built from Firefox 
• Traffic goes over the Tor network
• Protects you from tracking, surveillance, and censorship 

• If you’re in a country or on a network where sites are 
blocked, Tor can help you access blocked sites



Tor Browser 



Onion Services: Publish & Share with Privacy

• Traffic never leaves the network – no exit relays
• Meet at “rendezvous points” in the network
• End to end encrypted even without https 

• Can be used for 
• Secure and private communications
• File sharing
• Securing IoT devices
• Configuring websites: .onion sites 



• Whistleblowing platform for 
reporting corruption

• Secure communication between 
journalists and sources

• Securely and anonymously share a 
file of any size 



Onion Services

• Who has .onion sites? 
• The New York Times
• ProPublica
• Privacy International
• Facebook 
• BuzzFeed News
• All the orgs using SecureDrop and GlobaLeaks



• We’ve been sharing stories 
about how Tor is helping 
people

• We respect our users’ privacy 
by design, so we don’t know 
these stories unless users tell 
us 

Campaign: #TorStories 









• Stay connected with Tor on social media and our newsletter: 
newsletter.torproject.org 

• Set up an onion site
• Share your Tor story with us 
• Make a donation to the Tor Project 
• Come visit our booth! We’ve also got lots of tees and stickers. 

Ask your questions if we don’t get to them now 

What you can do to help 



Hello World!
I’m the new ED

since November 2018



A Mature Tor Project 
(organization/community)

● Stable income flows from a diverse funding base

● Diverse and robust organization that meets our needs

● Strong organizational culture, focused on employee and 
volunteer happiness and stability

● Global brand recognition - Tor means strong privacy



Full Access
(product)

● Any person on the planet can access the Tor network

● Any person on the planet can use the Tor network to access 
any website or online services

● Ensure the Tor network is diverse, healthy, stable, and 
scalable



Any person on the planet 
can access the Tor 

network



● Anti-Censorship team
● OONI team
● Tor Browser 8.0 UX improvements
● Website redesign



OONI Tests









Any person on the planet 
can use the Tor network 
to access any websites 

and services



● Tor Browser 8.0 UX improvements
○ .onion security indicator

○ New circuit display

○ Onboarding

○ TB icon  [8.5 release]

○ Security Settings [8.5 release]

● Website redesign





about:tor - Onboarding https://trac.torproject.org/2569
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+9 languages
Catalan, Irish, Indonesian, Icelandic, 
Norwegian, Danish, Hebrew, 
Swedish, and Traditional Chinese.





support.torproject.org







Coming Next 

More portals
• dev.torproject.org
• community.torproject.org
• UX improvements for onion services
• More UX improvements for Tor Browser experience
• New censorship circumvention options
• and more!



Network Team 



Network Team 
We write the software that makes Tor go!

Current top goals: 
• Make Tor more secure
• Make Tor work for everybody 
• Let everybody work on Tor



Network Team 
Security improvements since last year: 
• Onion service authorization (v3) 
• Onion service vanguards 



Network Team 
In progress: 
• Circuit padding (backend done 
• Proposal for new relay crypto 
• Coding in Rust (more later) 
• Privcount for safe statistics
• Better bandwidth measurement tool



Network Team 
In the future: 
• Even better crypto 
• Even better routing choices



Tor for Everybody
New since last year: 
• Dormant mode: use no resources when unused
• NSS support: no OpenSSL required
• Faster startup on mobile

In progress
• Better reporting of censorship failures

In the future: 
• "Walking onions" (design only) -- no more directory downloads



Tor for Developers
New since last year: 
• New, rational code layout 
• Actual CI
• Embedding API 

In progress: 
• Beginning work on modularization and refactoring
• Coding in Rust



Want to join in? 
See the doc/HACKING directory in our source 
code repository for information on getting 
started.



Tor on Mobile 



Orbot Evolution 
Orfox is now Tor Browser for Android AND has Tor built-in 

BIG WIN!

Is Orbot no longer needed then? Of course not!



Orbot Evolution 
Orbot is moving forward focusing on:

• Allowing any developer & app to integrate with Tor and onion 
services 

• Unblocking, protecting traffic for any app with “VPN Mode” features
• Allowing any Android phone to become a Tor Bridge (Snowflake!)
• Getting on as many Android-powered device as possible (TVs, 

Chromebooks, cars, IoT)
• Being the smallest, lightweight, most efficient way to get and use 

Tor



Supporting Mobile Developers 
Tor-Android, TorOnionProxyLibrary and Tor-Android-Services
• Integrate Tor directly into your Android app; No Orbot 

required!

Android and iOS Pluggable Transports libraries
• Integrate Meek, Obfs4 and emerging Pluggable Transports 

into your Android or iOS app
• Android PT Library and iOS iObfs4 on Github



Supporting Mobile Developers 
Tor.framework on iOS and “Tor.h” in general
• Working with Tor core dev team to make Tor work as an 

in-process library on mobile apps
• SOLVED: restart Tor when mobile OS kills it in the 

background
• More improvements coming for reducing memory 

footprint/overhead
• Onion Browser 3 and ChatSecure iOS integrate with 

Tor.framework today



Supporting Mobile Developers 

Tor-Enabled Apps: BRIAR, HAVEN, F-DROID, OPENARCHIVE



Guardian Project
https://gitlab.com/guardianproject

On Matrix at
#guardianproject:matrix.org
https://guardianproject.info



Community Team



Helping people who help 
Tor help people



Who is the community team?
Alison: team lead, director of Library Freedom Project
Gus: community liaison
Colin: relay advocate
emmapeel: translation coordinator
Maggie: Mozilla Open Web Fellow
Kat: research
Kushal: India outreach
Cybelle: Brazil outreach



Community outreach
Tons of meetups, talks, and 
trainings
All over the Global South
- India
- Brazil
- Uganda
...and more



Community outreach
Focusing on all kinds of users, 
but mostly human rights 
activists. 

Outreach helps inform our UX 
and other development work.



Community outreach
In 2018 held our first 
Tor Meeting in the 
Global South, in 
Mexico City. 

Dozens of local Tor 
supporters attended 
the open hack days.



Relay advocacy
Supporting the 
backbone of the Tor 
network with new 
resources and a 
full-time relay 
advocate.



Relay advocacy
Regular in-person 
meetups in new places.

IRC meetings for those 
who can’t make 
meetups.



Relay advocacy
Supporting the 
backbone of the Tor 
network with new 
resources and a 
full-time relay 
advocate.



Library Freedom Project
LFP’s newest initiative 
is Library Freedom 
Institute - the only 
intensive privacy and 
free software training 
for librarians. 



Library Freedom Project
Toronto Public Library 
is piloting a program to 
put Tor Browser on all 
of their public PCs.



Coming Next 

• community.torproject.org – lots of resources for doing Tor 
outreach and training

• Library Freedom Institute’s second cohort
• More translations
• Community team people at IFF and RightsCon



tor-community-team@lists.torproject.org
 

alison@torproject.org



Time for Questions! 
Come to our booth if we don’t get to you!
We’ve also got stickers and tees.  


