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Keeping Secrets
What you need to know about Encryption
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Cryptography
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Encryption
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Scytale
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Cipher
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Encryption != Hash
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Hashing
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Secure Hash Algorithm — SHA
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Encryption != Encoding
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Data Encryption Standard — DES

https://www.tutorialspoint.com/cryptography/data_encryption_standard.htm

https://www.tutorialspoint.com/cryptography/data_encryption_standard.htm
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Everything is Math
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https://hackernoon.com/symmetric-and-asymmetric-encryption-5122f9ec65b1

https://hackernoon.com/symmetric-and-asymmetric-encryption-5122f9ec65b1
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https://www.cheapsslshop.com/blog/demystifying-symmetric-and-asymmetric-methods-of-encryption

https://www.cheapsslshop.com/blog/demystifying-symmetric-and-asymmetric-methods-of-encryption
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Digital Signatures

https://www.tutorialspoint.com/cryptography/cryptography_digital_signatures.htm

https://www.tutorialspoint.com/cryptography/cryptography_digital_signatures.htm
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https://kifanga.com/what-is-rsa-algorithm/

https://kifanga.com/what-is-rsa-algorithm/
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https://doubleoctopus.com/security-wiki/digital-certificates/public-key-infrastructure/

https://doubleoctopus.com/security-wiki/digital-certificates/public-key-infrastructure/
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Public Key Encryption

• Secure email 

• Desktop security 

• Web-based security 

• E-commerce 

• Access control 

• Virtual private networks 

• Digital Signatures
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Advanced Encryption Standard — AES
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Rijndael

https://link.springer.com/chapter/10.1007%2F3-540-44709-1_6

https://link.springer.com/chapter/10.1007%2F3-540-44709-1_6
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Symmetric Encryption

• Payment Applications 

• Secure File Transfer Protocols  

• FTPS, HTTPS, SFTP, etc. 

• Files and File Systems 

• Archive and Compression Tools
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Transport Layer Security

https://www.researchgate.net/figure/Overview-of-the-Transport-Layer-Security-TLS-Protocol_fig4_272079845

https://www.researchgate.net/figure/Overview-of-the-Transport-Layer-Security-TLS-Protocol_fig4_272079845
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Data in Motion  

Vs. 

Data at Rest
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The Future of Encryption
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Thank you!


