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Freedom of the Press Foundation https://freedom.press

_-. FREEDOM OF THE Store Contact About ¥ [F}

= PRESS FOUNDATION Q NEWS & ADVOCACY GUIDES & TRAINING  PROJECTS

Freedom of the Press Foundation protects, defends, and empowers public-

interest journalism in the 21st century.

NEWS & ADVOCACY PRESS FREEDOM TRACKER GUIDES & TRAINING SECUREDROP

Get the latest news on secrecy, Systematically documenting press freedom  How-to guides on how to protect yourself ~ Enabling secure communication between
surveillance, and whistleblowers. violations in the United States. in the age of mass surveillance. journalists and anonymous sources.
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US Press Freedom Tracker https://pressfreedomtracker.us

U.S. PRESS

FREEDOM TRACKER ABOUT FAQ ALLINCIDENTS BLOG

QUICK FACTS

895 101 21 130

journalists with equipment journalists/news organizations arrests/detainments of
damaged in 2020 subpoeaned in 2020 journalists in 2020

16 6 Election 3

Find all press freedom violations
related to 'Election2020' protests
here

journalists assaulted in 2020

journalists with equipment
damaged in 2021

arrests/detainments of

j list lted in 2021 R
journalists assaulted in iolmalistsin 2021

@ SEEUREHRUP https://securedrop.org



Digital Security Training https://freedom.press/training/

Guides & Training

Our training team delivers digital security trainings to news organizations, freelance and citizen
journalists, and other at-risk groups. With education and advocacy, we aim to protect press
freedoms through the adoption of the tools and practices included in our trainings.

FROM FPF FROM FPF

What to do if your phone is seized Everything you wanted to know
by police about media metadata, but were

So, you've been arrested at an event. You're taken to the afraid to ask
police station and your phone is confiscated. When Take a crash course in some of the tools you can use to
you're let out, you realize someone has gone through analyze, manipulate, and scrub media metadata.

your digital belongings. What now?
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SecureDrop is an online whistleblowing platform, hosted
on-premise by news organizations. It uses Tor Onion
services for anonymity and GPG for encryption. The code
is free software, under the AGPL.
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Why
SecureDrop?



Journalists have an inherently risky job

Jeff Bezos hack: Amazon boss's phone
CP R . 'hacked by Saudi crown prince'
€he New ork Times

TIMES INSIDER

NEWS&ANALYSIS DATA&RESEARCH  SERVICES&RESOURCES ~ ADVOCACY &ACTI]

Someone Tried to Hack My Phone. Technology
Researchers Accused Saudi Arabia.

From a suspicious text message | received, technology researchers concluded that hackers
working for Saudi Arabia had targeted my phone with powerful Israeli software.

@ By Ben Hubbard

Published Jan. 28, 2020 Updated Jan. 30, 2020 f v

s
s A Columbia Journalism Review. s ofjouma i

A Jeff Bezos, the Saudi crown prince, and the alleged phone-hacking plot - vic
2 Local News Trump of Journalism Innovation ~  abou Donate Membor hip & = =
The Amazon billionaire Jeff Bezos had his mobile phone “hacked” in 2018
after receiving a WhatsApp message that had apparently been sent from the
CPJ Safety Advisory: Journalist personal account of the crown prince of Saudi Arabia, sources have told the
targets of Pegasus spyware Q

- Thelooming threat Of suwdn.
November 6,2019 11:30 AMET | neWSIOOm Cybel’ a‘ttacks

Recent attacks on the Albuquerque Journal and WBOC reveal the
importance of digital security

1g plot - video explainer
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Whistleblowing is an inherently risky act

Q_ Search Bloomberg
BEE O tews Sport  Reel  Workife Travel | Futwre | Culture More -  Search Q

Prognosis NEWS

Home Video World US&Canada UK Business Tech Science Stories Entertainment & Ats  More ~

Hospitals Tell Doctors They’ll Be
Fired If They Speak Out About Ex-CIA officer Jeffrey Sterling jailed for leaking

By Tara McKelvey

Lack of Gear 'Hero who told the truth': Chinese rage o f OV E <o

By Olivia Carville, Emma Court, and Kristen VBrown  gyer coronavirus death of whistleblower
March 31, 2020, 6:23 AM PDT doctor

The death of a whistleblowing Chinese doctor who was punished for trying
to raise the alarm about coronavirus has sparked an explosion of anger, grief
and demands for freedom of speech among ordinary Chinese.
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Don't roll your own implementation

e Security software must be audited, with results public

e Sources need assurances regarding communication

e [ree software provides a stable, well-reviewed
implementation

e Newsrooms can position themselves downstream from
custom development
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How It works



APPRV 4 ¢— App!icat.ion server: Runs two Python Web .
applications (one for sources, one for journalists)

") exposed via Tor Onion Services.

Source Interface: Public v3 Onion URL,
accessible by anyone in Tor Browser

. Q g Journalist Interface: Authenticated v3
@ > Onion URL. Requires key-based auth to

SOURCE resolve. Only accessible to journalists.
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@ SecureDrop | Protecting Journ: X

\B c @ ® & aljazeerafodsau2.onion/?I=en US

o %2 ® O Q search B®Os » =

@ Your Tor Browser's Security Setting is too low. Use the O button in your browser’s toolbar to change it.

<
( First submission Return visit
\j: ﬂ. First time submitting to our Already have a codename? Check
AL]AZEERA SecureDrop? Start here. for replies or submit something new.
@ English v

@ Powered by SecureDrop 1.0.0.
Please note: Sharing sensitive documents may put you at risk, even when using Tor and SecureDrop.

SecureDrop is a project of Freedom of the Press Foundation.

What the source sees
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@—— Monitoring server: Runs a host-based IDS
(OSSEC)to monitor the application server
and send alerts to administrators

APPSERV .

‘(’\)

SOURCE

§ SECUREDROP



by i

) @——— Network firewall: pfSense used to isolate the
SecureDrop area of the network from the
rest of the news organization

Drops all inbound traffic, except
established/related. Tor Onions

, provide NAT-punching.
>

SOURCE
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instance’s public key

SOURCE
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Welcome to Tails!

Language & Region (D

Language English - United States

8 Keyboard Layout English (US)

() Formats United States - English

Encrypted Persistent Storage &

Additional Settings (D)

The default settings are safe in most situations. To add a custom setting, press the “+"
button below.

+

SOURCE JOURNALIST

Journalists loginto Tails OS
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Logged on as nbly | Admin | Log Out

NEW YORK Sources
AL e —

@ English  + .
risen crowbar J1doc B 1 message 10 seconds ag

Powered by SecureDrop 1.0.0.

SOURCE

JOURNALIST

What the journalist sees
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Logged on as nbly it| Admin | Log Out

NEW YURK All Sources > risen crowbar
7 WORLD

The documents are stored encrypted for securlty. To read them, you will need to decrypt them using
GPG.

& 1-isen_crowbar-msg.gpg

& 2-risen_crowbar-msg.gpg 604 bytes B

Reply

You can write a secure reply o the person who submitted these documents:

SUBMIT

SOURCE JOURNALIST

P LA
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SOURCE

< > |« B Transfer Device

O Recent

2 Home
Desktop
Documents

& Downloads
Music
Pictures
Videos

Trash

i Tor Browser

[ Persistent

[ Tor Browser (persl...

+_Other Locations

Private key to decrypt documents
only in the air-gap environment.

& Open With Archive Manager
Open With Other Application
cut

Copy

Move to..

Copy to.

Move to Trash

Rename..

Extract Here

Extract to.

Compress..

Encrypt.

Sign

Wipe

Wipe available disk space
Clean metadata

Share via OnlonShare

Properties

)--2019-06-29--00-01-06.zip" selected (137.8 kB)
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1-corrosion-
resistant_
workshop-
msg.gpq

1-corrosion-resistant_workshop-msg

open v '@ swve | = -

Please see the attached PDF for evidence of the policy I described in my earlier messages.

Plain Text v  Tab Width: 8 v Lnl Col1l

SOURCE

JOURNALIST
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Legacy airgap architecture

SOURCE JOURNALIST
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New consolidated architecture

SOURCE JOURNALIST
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SecureDrop Workstation



Motivations for SecureDrop Workstation

e Existing workflows are slow (~1hour round-trip),
and largely one-way

e |It's hardto patch anairgapped system

e Airgap is not perfectisolation

e Journalists need more tools than just viewing
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Oubes 0S https://qubes-os.org/

e Template & disposable environments
to combat malware persistence

e Strict controls for inter-VM QUBES (S

CO mm u ni Cat | O n A REASONABLY SECURE OPERATING SYSTEM

e Hypervisor-based isolation, via Xen J

7 SECUREDROP https://securedrop.org



How Qubes OS works



Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

hardware
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Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

Only /home, /usr/local, /rw/config will persista J
reboot, otherwise state is reset to the base TemplateVM QUBES OS

A REASONABLY SECURE OPERATING SYSTEM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

Upon shutdown, VM is destroyed

AppVM DispVM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

An AppVM with no network

AppVM DispVM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

Networking stack J

runs in sys-net QUBES 08

A REASONABLY SECURE OPERATING SYSTEM

AppVM DispVM

Xen

hardware
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Qubes 0S: single-user desktop-based Xen distribution

Firewall rules applied

AppVM DispVM

sys-firewall

Xen

hardware

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM

&9 SECUREDROP
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Qubes 0S: single-user desktop-based Xen distribution

Handles USB
controllers

AppVM DispVM

sys-firewall

Xen

hardware

d

QUBES 05

A REASONABLY SECURE OPERATING SYSTEM
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Qubes 0S: single-user desktop-based Xen distribution

Inter-VM communication via J
grexec, based on Xen's vchan

/\ A REASONABLY SECURE OPERATING SYSTEM

AppVM DispVM

©
=2
[0)
—_
=
(72
>
(7]

Xen

hardware
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SecureDrop Workstation
architecture



Legacy airgap architecture

SOURCE JOURNALIST
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New consolidated architecture

SOURCE JOURNALIST
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grexec =

Vault (non-networked) .

Disposable vault q:‘
Networked AppVM .
System VM .
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grexec — ”:V
™
Vault (non-networked) . N
Disposable vault I
b 9 @ o
Networked AppVM ‘ E oy
System VM .
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grexec =

/M
///
<
S
Sy

Vault (non-networked) .

Disposable vault
- ,;.-511@ .

&
X
£ O
Networked AppVM ‘ xa oy
System VM . ?

sys-firewall
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grexec =

/M
///
<
S
Sy

Vault (non-networked) .

Disposable vault
- ,;.-511@ .

&
X
£ O
Networked AppVM ‘ xa oy
System VM . ?

sys-firewall
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grexec =

/M
///
<
S
Sy

Vault (non-networked) .

Disposable vault
- ,;.-511@ .

&
X
£ O
Networked AppVM ‘ xa oy
System VM . ?

sys-firewall
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grexec —

/W
///
<~
S
<oy

Vault (non-networked) .

Disposable vault *
~?§X@ 2

P
Yy
L2 O
Networked AppVM ‘ ‘g -
System VM . ?

sys-firewall

ProxyVM User GUI application,
displays conversations
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grexec =

_

o e

<

S
<

Vault (non-networked) .

Disposable vault
* .‘\‘N] Eﬂ‘ P

&
X
£ O
Networked AppVM ‘ xa oy
System VM . ?

Private key
sys-firewall material

ProxyVM User GUI application,
displays conversations
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sys-firewall

ProxyVM

Private key
material

User GUI application,
displays conversations

grexec =

Vault (non-networked) . y
Disposable vault

% .;.-él‘i @ <
Networked AppVM ‘ xg oy
System VM . ?

Use a hardened template
with grsecurity-patched
kernel to provide additional
generalized exploit
Submission handler, mitigations for memory

views attachments corruption vulnerabilities
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What the journalist sees



SecureDrop Workstation: Journalist perspective

&1 | securenrop workstation

-

NP

&9 SECUREDROP

[Dom0] SecureDrop Workstation preflight updater [EEEX)

Security updates required.

Before you can safely use the SecureDrop app, Qubes needs to download
and install critical security updates.

Updates should take around 5 to 10 minutes. The computer may need to
be restarted after updates are complete.

Network access will be briefly interrupted as VMs are rebooting.

Any interruption in this process may break Workstation
components.

Please close this window if now is a bad time, or click Start Updates to
continue.

Start Updates | cancel |

10:23 W) il @ L 120
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SecureDrop Workstation: Journalist perspective

13:07 W) (@ ull o BB 2 Q) £t [ o
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SecureDrop Workstation: Journalist perspective

|ty secureprop client 0.1.4 [user@sd-app: ~/secure.

1501 W) |l @@ H) 2 ik iy o

-~

NP
%

b o ey L o ey 3 [~ ]

de Mot tansry steady sideline

1 have some information about environmental prot

indie chert

<Encrypted file on server>

largo whisperer

<Encrypted file on server>

pressing prophet

1am a senior intelligence analyst. Please publish this and bring to light the

pyrrhic downswing

<Encrypted file on serv

susceptible adjective

nt to talk to someone from the finance desk about corruption ata...

oily netball

Can you provide more details?

humorless musicology

We will pass this on to our investigations team. Are you willing to correspo.
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SecureDrop Workstation: Journalist perspective

ﬂ = brexit-tunnel.jpg Wﬂum SecureDrop Client - ! 15:03 ‘D)) & il D ) £k il erik

[disp7467] brexit-tunnel.jpg

[sd-svs] SecureDrop Client 0.0.9-dev-20191109-060546

+ brexit-tunnel.j
C' Last Refresh: 2 minutes ago a iPg

Image Edit View Go Help
reflective hygiene
nb  NetueBly

reflective hygiene
brexit-uk-us.jpg

well-marked snakebite AN Image Edit View Go Help
See attached document. Parts are redacted, and I'm not confident about
Still, it matches the research you've been doing, so thought I'd pass it alot
provide more if you deem it worthwhile for reporting.

specialized draw
EXPORT brexit-tunnel.jpg
CabinetOffice
IREXIT CONSEQUENCES COMMITTEE
Minutes of the meeting heid 29 March 2016
perfumed softwood Interesting. Will indeed be difficult to confirm, let me confer with thy
team here and follow up with you. If you have others that we can rej

session, that would be helpful! wone

Losasnie Srecner Cran

ITEM 1: Minutes of the last mesting
The Commites agreed e meutes of e meating ek on 160316

Sure, happy to help. Here's the only other document from that cache tha
access to. Again, parts are redacted, but the meaning is clear. Let me kno . ...
reporting team determines in terms of reliability. recognuse the Cenc Urion

B P
[ et =
EXPORT brexit-uk-us.jpg [ p——

csame i o case o [ e lcton s e ()
e —
. sEme

Compose a reply to reflective hygiene
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SecureDrop Workstation: Journalist perspective

& |o securerop client 0.1.4

luser@sd-app: ~secure. [=1 1450 W) [l @ @ 1 ED 2 O i iy o

steady sideline X .
indie chert

I have some information about environmental protections violations in the.

indie chert

I can't tell you where | got this, but the world needs to know about what happened in

File: brexit_leak.jpeg this meeting.

largo whisperer
EXPORT - PRINT brexit_leak.jpeg

<Encrypted file on server>
pressing prophet

1am a senior intelligence analyst. Please publish this and bring to light the....

pyrrhic downswing

File: leakL.jpeg

susceptible adjective

Hi, 1 want to talk to someone from the finance desk about corruption ata....

oily netball

Can you provide more details? This is very interesting. Are you able to provide more
details about who was in that meeting?|

humorless musicology

We will pass this on to our investigations team. Are you willing to correspo...
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Hardening, beyond VM isolation

e (ode execution confined by AppArmor

e VMsuseacustom kernel, with the Grsecurity patch set, to
guard against memory corruption attacks

e Minimal templates suited to trust model in architecture,
with common software excluded when appropriate
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*plroe

“Overall, the

SecureDrop B
Workstation

system represents

a complex but well

researched product SecureDrop Workstation

Security Assessment
December 18, 2020

that has been
thoughtfully
designed.”

- Trail of Bits, 2020




What's next?



Pilot program, ongoing

e Small set of news organizations running the
Workstation

e (athering user experience to inform design

e Aiming for general availability in the near future
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Future work
o
o
o
o
o

7 SECUREDROP https://securedrop.org

Additional export tooling (e.g. Signal, Onionshare)
Metadata redaction

Research use

Malware detection

Localization




The team

100% of time on
SecureDrop

Mickael Kushal Kevin Allie John Rowen
Engineering Engineering Support, Engineering Engineering Engineering Support

>=50% of time on
SecureDrop

Conor Erik Jen Nina
Engineering Project Manager Engineering Uux

>=25% of time on
SecureDrop

Harlo Olivia David
Training Training Training
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LELCEWENS

e |nvestigative journalism can be dangerous
e Whistleblowers deserve protection
e Technology canreinforce cultural norms about privacy
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Ouestions?

Get involved:

e SecureDrop:

e (ubesOS:
e TJor:
e \Want to donate?

Contact:

Conor Schaefer
Chief Technology Officer
conor@freedom.press


https://securedrop.org/contribute/
https://qubes-os.org/
https://torproject.org/
https://freedom.press/donate/

