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Disclaimer
● I authorize FSF to distribute, reproduce, 
publicly display, and

● prepare derivative works of the Recording 
and any derivative works of

● the Recording (the "Licensed Materials") 
under the terms of the

● Creative Commons Attribution 4.0 
International (CC BY) 
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Content
● An opinion at the time of writing.

● Does not represent future or past 
opinion, of anyone else.

● All trademarks, logos and brand names 
are the property of their respective 
owners.

● No endorsements, affiliation.
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Where to find me

● https://sick.codes

● GitHub: https://github.com/sickcodes

● Twitter: https://twitter.com/sickcodes

● LinkedIn:
https://www.linkedin.com/in/sickcodes/

● Mastodon: https://sick.social/

https://sick.codes/
https://github.com/sickcodes
https://twitter.com/sickcodes
https://www.linkedin.com/in/sickcodes/
https://sick.social/


 https://www.reuters.com/world/europe/tractors-descend-
brussels-farmer-protest-over-plans-limit-nitrogen-emissions-
2023-03-03/



 

https://www.aginfo.net/report/53838/Washington-State-Farm-Bureau-Report/Canadian-Farmer-Protests
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Is this talk relevant to me?
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● Is your food farmed using Free 
Software?
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Is this talk relevant to me?

● Is your food farmed using Free 
Software?

● Do you have the freedom to choose 
between food farmed using free 
software, and non-free software?

● Does it even matter?
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Is this talk relevant to me?
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Ag is complex

● Necessary to survive
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Ag is complex

● Necessary to survive
● Decentralized
● Brick-and-mortar
● One of the oldest 
professions...
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Arable land
Rank Country Cultivated

land
(km2)

Cultivated
land
(%)

Arable
land
(km2)

Arable
land
(%)

— World 17,235,800 11.6 15,827,534 10.7

1 India 1,765,260 53.7 1,656,780 50.4

2 United States 1,681,826 17.1 1,691,488 17.2

3 Russia 1,265,267 7.4 1,248,169 7.3

4 China 1,238,013 12.9 1,084,461 11.3

5 Brazil 800,485 9.4 570,572 6.7

6 Canada 519,205 5.2 429,355 4.3

7 Australia 487,695 6.3 307,520 4.0

8 Indonesia 478,055 25.1 247,598 13

9 Nigeria 412,938 44.7 354,726 37.3

10 Argentina 397,598 14.3 328,087 13.9

11 Ukraine 347,673 57.6 342,901 56.1

12 Sudan 296,289 15.9 204,710 11.0

13 Mexico 259,301 13.2 202,229 11.8

14 Kazakhstan 242,516 8.9 221,059 8.9

15 Turkey 240,553 30.7 209,211 26.7

16 Pakistan 227,686 28.7 219,724 27.6

17 France 226,617 35.2 180,955 32.8

18 Thailand 203,188 39.6 158,035 30.8

19 Iran 197,794 12 158,208 9.6

20 Ethiopia 180,001 16.3 167,854 15.2

— Navassa 
Island

0 0 0 0

193 Monaco 0 0 0 0

194 Vatican City 0 0 0 0

https://
en.wikiped
ia.org/
wiki/
Land_use_s
tatistics_
by_country
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Outliers

● Not all cultivated land is arable

● Not all arable land is cultivated



 https://upload.wikimedia.org/wikipedia/commons/1/1e/
KV_Tractor_Show_2006_Farmall_Road_Grader_Conversion_-_Flickr_-
_Corvair_Owner.jpg
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Zero software



  21

Complexity 2023
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Complexity

https://
vintagetractorspare
s.co.uk/products/
wiring-loom-up-to-
1952

● <1950 wiring 
loom



 https://suncoastcyclesports.com/09-john-deere-gator-855-diesel-xuv-main-cable-
wiring-wire-harness-loom-am140217/
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Catalogue
● Sensors

● Telematics

● Automatic steering

● Photography

● Networking/Communication
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Worked example

● John Deere in depth, and 
then others
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Example

https://www.deere.com/en/
tractors/4wd-track-tractors/
9r-640/
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“Cloud” based farming
● Remote Support

● Remote Access

● Analytics

● Alerts

● Warranty
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Dial in
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You can farm without telematics

● Opt-in features

● "Value-add"
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Trouble Codes
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Trouble Codes
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Solved
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Huge
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Huge

● Turf Equipment

Connection Tool
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MOU result

https://
shop.deere.com/us/
product/v3-Basic-
Machine-Interface-
Kit/p/SPRSA5023
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Alerts
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Alerts/Surveillance
● Paying Deere technician or dealer, 
to study your output, and charges 
the user, can be a fair deal.
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Remote access
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But
● Can you choose the remote access 
software?
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But
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● Can I locate a stolen device?
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But
● Can you choose the remote access 
software?

● Can I locate a stolen device?

● Can I repair my own tractor?
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JDLink

Touch
Display

The Machine
(Tractor, Combine, etc.)

MTG
Gateway

(Wifi, Satellite, Radio)
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Display
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What if I don’t have a dealer?
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What software does it run?
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What software does it run?

● GNU/Linux
– Wind River Linux
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Wind River

https://
www.youtube.com/watch?
v=pK4eyfAtjWs



  51

Wind River
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Wind River
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Wind River, Free Software?
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GPL-2.0
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https://docs.windriver.com/bundle/Wind_River_Linux_Getting_Started_LTS_19/page/
jcr1604596218781.html
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● Wind River provides source

● Non-free optional packages
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Off to a good start...

● Let’s use Deere as an example



  60

Will a tractor run without software?
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Will a tractor run without software?
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Translation

● Consult the dealer for information
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Why do I need a dealer?

● Health & Safety

● Law

● Warranty

● Paying customer
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Dealer has significant role

● Do farmers own their tractor, or 
are they simply leasing them?
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Cost



  68

Dealer sales example
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Other Dealer "features?"
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Remote disablement?
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Little details on remote brick

● I asked JD, too.
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Little details on remote brick

● I asked JD, too.

● Can I try to unbrick one?
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No need to report mine stolen
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No need to report mine stolen

● I bricked mine anyway
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Put hacker hat on

● I bricked mine anyway
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Good starting position: FCC

https://fccid.io/OV5-MA4G/External-Photos/External-Photos-3046914
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Having a look
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PIN lock codes
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Kernel

● zImage-4.1.21-rt13-
WR8.0.0.30_preempt-rt
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GNU/Linux?

● zImage-4.1.21-rt13-
WR8.0.0.30_preempt-rt
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Jam packed with free software

● FSF suggestions:
(1) subsequent users get the exact 
same freedoms and

(2) subsequent intermediaries do not 
get more opportunity than first-stage 
intermediaries to make the program 
nonfree.

https://www.fsf.org/licensing/zfs-and-linux



  88

Can I change the repo?
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Can I change the repo?

● Manually, yes

● Otherwise, signed RPM repo over USB

● Invasive, but acceptable (in my 
perspective, with respect to 
security)
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Can I modify stock?

● No
● Vendor prevents customer 
from installing packaged 
over USB that are not signed 
by Deere
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However

● Normal in GNU/Linux
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Digging
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Refer to the manual
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Pass along the same freedoms
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Corresponding Source

● The “Corresponding Source” for a work in object code form means 
all the source code needed to generate, install, and (for an 
executable work) run the object code and to modify the work, 
including scripts to control those activities. However, it does 
not include the work's System Libraries, or general-purpose tools 
or generally available free programs which are used unmodified in 
performing those activities but which are not part of the work. 
For example, Corresponding Source includes interface definition 
files associated with source files for the work, and the source 
code for shared libraries and dynamically linked subprograms that 
the work is specifically designed to require, such as by intimate 
data communication or control flow between those subprograms and 
other parts of the work.

https://www.gnu.org/licenses/gpl-3.0.html
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Could Deere be 
leaders of “open 
source”?
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Could Deere be 
leaders of “open 
source”?
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The “Open Source” tractor

● I asked Deere for the code in 2021



  104

The “Open Source” tractor

● I asked Deere for the code in 2021

● Asked the FSF to be the mailing 
address
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What did I get?
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What did I get?

● Not much
● But the box was received source code 
box was “ticked” by me

● We received Deere’s wine patches, 
among other things

● Seemed fine to me, compare with real
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So how far did I get?
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“Seemed”
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Statement by Deere about me

● invasive/persistent physical 
access, disassembly of a 
hardware product and reverse 
engineering of proprietary 
software



 

Can I modify my Deere 
to get 4 freedoms?
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Freedoms observed – freedom 0

● The freedom to run the program 
as you wish, for any purpose 
(freedom 0).
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Freedom 0 demo

● It runs the tractor exactly as described.

● Also:
– armv7hl

– atom

– corei7_64

– armv7hlv2

– noarch
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Freedom 0 demo

● It runs the tractor exactly as described.

● Also:
– armv7hl

– atom

– corei7_64

– armv7hlv2

– noarch

● Apart from 
software 
activations.
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freedom 1

● The freedom to study how the 
program works, and change it so 
it does your computing as you 
wish (freedom 1). Access to the 
source code is a precondition 
for this. 



  120

freedom 1

● The freedom to study how the 
program works, and change it so 
it does your computing as you 
wish (freedom 1). Access to the 
source code is a precondition 
for this. 
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Freedom 1 demo

● I studied the code, for a long 
time.
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Freedom 1 demo

● I studied the code, for a long 
time.

● While Deere did not like it, I 
felt confident in the 
environment
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Freedom 1 demo

● ...change it so it does your 
computing as you wish (freedom 
1)
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Freedom 1 demo

● ...change it so it does your 
computing as you wish (freedom 
1)

● I could remove all non-free if I 
wished.
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freedom 2

● The freedom to redistribute copies 
so you can help others (freedom 2). 
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...redistribute copies...
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User-friendly GUI frontend
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freedom 3

● The freedom to distribute copies of 
your modified versions to others 
(freedom 3). By doing this you can 
give the whole community a chance 
to benefit from your changes. 
Access to the source code is a 
precondition for this. 
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Why modify anyway?



 



 

What if I don’t
have a dealer?



 

What if I don’t
have a dealer?



 

What if I don’t
have a dealer?



 



 



 



  139

Fixed

● But also augmented it...
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My modified version

● Demo
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My modified version

● Demo
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My modified version
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My modified version
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My modified version
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My modified version
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My modified version
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Proof of Concept

● Third party software

● Replace non-free, with free 
software

● Software repair
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Freedom 3 discussion

● The freedom to distribute 
copies of your modified 
versions to others (freedom 3).
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Freedom 3 discussion
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Freedom 3 discussion

Re-purposing a $500,000 tractor 
to play doom is a small niche.
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● ...By doing this you can give the 
whole community a chance to benefit 
from your changes. Access to the 
source code is a precondition for 
this. 
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Chocolate Doom is Free Software
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But in any case...
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So is Deere Free Software?

● By definition, no
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So is Deere Free Software?

● By definition, no

● Some non-free packages

● Ability to modify, albeit annoying

● Required substantial reverse 
engineering
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Could it be modified back to 
free software?
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Could it be modified back to 
free software?

Sure
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What about other Ag software?
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Competition
● AgCo - FENDT, 
Massey Ferguson

● CASE IH & New 
Holland

● CAT*

● Claas

● Deere

● Kubota

● JCB

● Valtra

● Versatile

● Deutz
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Competition

https://
www.agequipmentintellig
ence.com/articles/5601-
study-finds-60-of-
surveyed-us-farmers-
own-a-deere-combine?
v=preview
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Complex machines

https://www.malaysia.claas.com/news-testimonials/current/claas-
news/a-portrait-of-the-claas-production-network--many-places--
one-passion-/2724484https://www.malaysia.claas.com/news-testimonials/current/claas-news/a-portrait-of-the-claas-

production-network--many-places--one-passion-/2724484
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AGCO

https://
www.fendt.com/int/
smart-farming/machine-
control
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AGCO
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AGCO

● Machine position and route

● Fuel consumption and AdBlue level

● Speed and working time

● Machine capacity

● Error messages

● Upcoming service intervals 
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AGCO
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CASE IH & New Holland

https://www.futurefarming.com/smart-farming/
tools-data/trimble-to-be-full-precision-
farming-service-provider/

● Android

Photo: Koos Groenewold
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AgLeader

https://www.agleader.com/media-center/
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AgLeader
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AgLeader
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AgLeader

● Also GNU/Linux
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AgLeader

● Also GNU/Linux

● MX6 – U-Boot (License: GPL-2.0-or-
later)
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Topcon

https://www.topconpositioning.com/
field-software-and-controllers/field-
controllers/rugged-tablets
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Topcon

https://www.topconpositioning.com/
field-software-and-controllers/field-
controllers/rugged-tablets
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Topcon

https://www.topconpositioning.com/
field-software-and-controllers/field-
controllers/rugged-tablets
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Are there ANY completely 
free software solutions?
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Yes

GNU GENERAL PUBLIC LICENSE Version 3
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AgOpenGPS

https://github.com/farmerbriantee/AgOpenGPS
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https://www.youtube.com/watch?v=iN2cZ8avHag
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Free Software Alternative
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https://discourse.agopengps.com/t/5-7-2-release/11587
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Wine



 

Brian 
Tischler
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Many farmers using it

https://github.com/farmerbriantee/AgOpenGPS
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Can I help?

● https://github.com/farmerbriantee/A
gOpenGPS

● https://github.com/farmerbriantee/A
gOpenGPS/wiki

● https://github.com/farmerbriantee/A
gOpenGPS_Boards

●

https://github.com/farmerbriantee/AgOpenGPS
https://github.com/farmerbriantee/AgOpenGPS
https://github.com/farmerbriantee/AgOpenGPS/wiki
https://github.com/farmerbriantee/AgOpenGPS/wiki
https://github.com/farmerbriantee/AgOpenGPS_Boards
https://github.com/farmerbriantee/AgOpenGPS_Boards
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AgOpenGPS
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Summary

● Agriculture runs on Free Software
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on the market, and in-use
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Summary

● Agriculture runs on Free Software

● Extremely capable GPLv3 solutions 
on the market, and in-use

● Opportunity for some manufacturers 
to open up their code, or face 
obsolescence 
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Thank you

● https://sick.codes

● GitHub: https://github.com/sickcodes

● Twitter: https://twitter.com/sickcodes

● LinkedIn:
https://www.linkedin.com/in/sickcodes/

● Mastodon: https://sick.social/

https://sick.codes/
https://github.com/sickcodes
https://twitter.com/sickcodes
https://www.linkedin.com/in/sickcodes/
https://sick.social/
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